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CyBroWebScada install

OS install

Install “Ubuntu Server 18.04 LTS”
ubuntu-18.04.5-live-server-amd64.iso

Select language

HWillkommen! Bienvenue! Welcome! AoSpo noxanosaTe! Welkom! [ Help ]

Irianu
Indonesia

»
»
»
»
L]
»
»
»
]
»
]
»
]
»
]
»
]
»
]
»
]
»
]

Update to the new installer
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Installer update availlable [ Help 1]

2 of the installer is now availahle 7. 14+g1it2.5de9df3e is
~ent 1y running) .

You can read the release notes for each wersion at:
¢ithub.com/Canonicalltdssubiguitysrele

If you cho to update, the update will be downloaded and the installation
will continue from here.

Select keyboard
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Keuboard configuration [ Help 1]

Flease select your kewboard ladout below, or select "Identify keyboard' fo
de b oyour layout automatically.

Layout: [ Slovenian ¥ ]

Variant: [ Slovenian

[ Identify keyboard ]

[ Done
[ Back

Configure network
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Metwork connections [ Help 1]

Configure at least one interface thi erver can use to talk to other machines,
and which pref hly provid uffic t 3 for upda

L

[ create bond = ]

[ Done
[ Back

Configure proxy
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Configure proxy [ Help 1]

tem reguires a proxy to connect to the internet, enter its details

g standard form of

[ Done
[ Back

Configure Ubuntu archive mirror
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Configure Ubuntu archive mirror [ Help ]

It you use an alternative mirror for Ubuntu, enter its details here.

Mirror adc It to: /sl archive., ubuntu. comsubuntu
You may provide an archive mirror that will be used instead of
the default.

[ Done
[ Back

Guided storage configuration
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Guided storage configuration

Configure a guided sto : layout, or create a custom one:
an entire disk
X _HARDD d49haz local di
set up this disk as an LYM g2roup

[ 1 Encrypt the LWYM g2roup with LUKS

{ 3 Custom storage layout

[ Help ]

HIQ LAB wiki - http://wiki.hig-lab.com/



Last update: 2022/05/06 07:10 specifications:cybrowebscada:main http://wiki.hig-lab.com/doku.php?id=specifications:cybrowebscada:main

Storage configuration [ Help ]

FILE TEM SUMMARY

[/
[ “hoot

AYAILABLE DEVICES

JSED DEWICES

[ ubuntu-wg (new) LYM wvolume
ubuntu-1v new, to be formatied as extd, mounted at

local di

to he formatted extd, mounted
, PY of LYM wolume group ubuntu-

http://wiki.hig-lab.com/ Printed on 2022/05/14 11:53



2022/05/14 11:53 9/27

CyBroWebScada install

Storage configuration

Confirm destructive action

Selecting Contin
result in the 1o

U will naot
llation
Are you sure you want to continue?

[ No
[ Continue

Profile setup

[ Help ]
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Profile setup [ Help 1]

conf igure
suda.
Your name:

Your server's name:
The name it s when it talks to other comput

Choose a password:

Confirm your passuord:

[ Done

SSH Setup
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S5H Setup [ Help ]

You c : se to install the OpenSSH serwver pa g to enable secure remote
to your server.

[¥] Install OpensSsH server

Import S5H identity: [ Mo ¥ ]
You can import your ys from GitHub or Launchpad.

[ Done
[ Back

Featured Server Snaps
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These are populs
pr ENTER to

hle.

ool to
d

OS Install complete

elect or de

jubilEhEP an

load and

[ Done
[ Back

ug into the c

[ Help ]

ith SPACE,

data

¥ ¥ ¥ ¥ ¥ rr¥rry¥rrryrry¥rryrrryrrryrrryrrryrrry
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Install complete! [ Help 1]
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Inmounte
Unmount 1n

mount A1l File
File Syste

polling.

Connect with WinSCP / PuTTY

Login: solar Password: robo1990
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Ubuntu 18.04.5 LTS

login: solar
ord: _

Check server IP:

ifconfig
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14677 (1

0 Overrun:

collisions O

solarid

Open WiInSCP, select “New Site” and enter

* Host name: 'server IP'
e User name: solar
¢ Password: robo1990
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By Login — x
G New Site Session
4 goran kocjandc@cybro.getmyip. com File protocal:
L goran@192.168.1.117 e v
& Homebridge
E rob hig wiki Host name: Port number;
[ rob revererse proxy =
& root@192.168.11.10 [192.168.11. 142 | 23
E m_”t@lgz' 168.11.13 User name: Password:
rpi zero w
& solar@192.168.11.12 |solar | [seesnenel |
B solar@192.168.11.122
& solar@192.168.11. 123 e | Advanced... |¥
B solar@192.168. 11,198
& xigma
Tools - Manage - Loagin |v Close Help
Show Login dialog on startup and when the last session is dosed

Save session

Save session as site ? -

Site name:
|so|ar @192.168,11.142 |

Folder:

| <none = e |

Save password (not recommended)

[ ]create desktop shortout

Login to server
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By Login — x
I:_.I. Mew Site Session
4 goran kocjandc@cybro.getmyip. com File protocal:
L goran@192.168.1.117 e v
& Homebridge
E rnl; hig wiki Host name: Port number;

rob revererse proxy "

& root@192.168.11.10 [192.168.11.142 | 2 ]
= rn!:t@I'EIE. 168.11.13 User name: Password:
& rpizerow
& solar@192.168.11.12 |solar | [seesnenel |
& solar@192.168.11.122
& solar@192.168.11. 123 e | Advanced... |¥
I solar@192.168.11.198
& xigma

Tools - Manage - | Loagin |7| Close Help

Show Login dialog on startup and when the last session is dosed

Open session in PUTTY (Ctrl+P)

solar@192.168.11,142 - O X

Enter server password: robo1990
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OS update / upgrade

sudo apt-get update
sudo apt-get upgrade

Copy above commands and paste them in PUTTY with right mouse click.

Reboot

sudo reboot

Copy CybroWebScada files

With WinSCP copy CybroWebScada files from “v1.1.10 + 2.3.3" (“app” folder) to CyBroWebScada
server into “/home/solar/” folder.

CybroWebScada files

By solar - solar@192.168.11.142 - WinSCP - O *
Local Mark Files Commands Session Options Remote Help
m % I_j Synchronize | [l ;F @ {‘u} ﬂu Queue ~ - Transfer Settings Default - i@ -
B s0lar@192.168.11.142 X [ Mew Session
&b - E-F- BEEQL = o & -1 - B @ Q& K FindFiles | T
EF New - :[H B B New - :[# [-] [¥
D:\Rebotina\01 toels\00 CyBroTech\CyBroWeb5cadav1.1.10 + 2.3.3% JShome/solar/
Name - Name - Size  Changed Rights
- ol 12/09/2021 17:41:50 WK T-XT-X
app app 13/00/2021 18:04:48 WK P =X
< > < >
OBof0Bin0of1 OBof0Bin0of1 6 hidden
& SFIP-3 0:02:33

Change/update database password
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In “settings_local.py” change DATABASE_PASSWORD to 'robo1990"

sudo nano /home/solar/app/solar cybro/project/settings local.py

B solar@cws: ~ - O X

GNU nano 2.9.3 /home/solar/app/solar cybro/project/settings local.py Modified ~

[~ [~ = [ =

[~ [~ [~y [ -~ [~ _F|

Exit and save: (Ctrl+x), Y, (Enter)

In “sys_config.py” change DatabasePassword to “robo1990”

sudo nano /home/solar/app/scgi server/src/sys config.py
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B solar@cws: ~ - O X

GNU mano 2.9.3 Jhome fgolar/app/=2cgl server/src/sys config.py

Modified |©

Exit and save: (Ctrl+x), Y, (Enter)

Software install

sudo apt-get install apache2 mysql-server php5.6 phpmyadmin libapache2-mod-
wsgi acl

Web server to reconfigure automatically: apache2
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B solar@cws: ~ - O X

| Configuring phpmyadmin |
Please choose the web server that should be automatically configured to run phpMyhdmin.

Web serwver to reconfigure automatically:

Configure database with phpmyadmin with dbconfig-common? Yes

EP solar@cows: ~ - O >

| Configuring phpmyadmin |

The phpmyadmin package must have a database installed and configured before it camn be used. This can be
optionally handled with dbconfig-common.

If you are an advanced database administrator and know that you want to perform this configuration manually,
or if your database has already been installed and configured, wyou should refuse this option. Details on what

needs to be done should most likely be provided in /fusr/share/doc/phpmyadmin.

Otherwise, you should probably choose this option.

Configure database for phpmyadmin with dbconfig-common?

MySQL application password for phpmyadmin: “robo1990”
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B solar@cws: ~ - O X

{ Configuring phpmyadmin |
Please provide a password for phpmyadmin to register with the databkase server. If left blank, a random
password will be generated.

MySQOL application password for phpmyadmin:
m <Cancel>

P solar@cows: ~ - O x

| Configuring phpmyadmin

Password confirmatiom:

m <Cancel>

sudo apt-get install python-pip python-mysqldb
sudo -H pip install django==1.3

sudo -H pip install pytz

sudo -H apt-get install libjpeg-dev zliblg-dev
sudo -H pip install pillow
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MySQL Database configuration

Enable mysql root login with password

sudo mysql

ALTER USER 'root'@'localhost’ IDENTIFIED WITH mysql native password BY
‘robo1990';

FLUSH PRIVILEGES;
exit

Fix Phpmyadmin version incompatibility

Back up phpMyAdmin

sudo mv /usr/share/phpmyadmin/ /usr/share/phpmyadmin.bak

sudo mkdir /usr/share/phpmyadmin/

cd /usr/share/phpmyadmin/

Download and Extract phpMyAdmin

sudo wget
https://files.phpmyadmin.net/phpMyAdmin/4.9.7/phpMyAdmin-4.9.7-all-languages
.tar.gz

sudo tar xzf phpMyAdmin-4.9.7-all-languages.tar.gz

sudo mv phpMyAdmin-4.9.7-all-languages/* /usr/share/phpmyadmin
Edit vendor_config.php

sudo nano /usr/share/phpmyadmin/libraries/vendor config.php

Press CTRL + W and search for TEMP_DIR

Change to:

define('TEMP_DIR', '/var/lib/phpmyadmin/tmp/"');
blowfish_secret

sudo nano /usr/share/phpmyadmin/libraries/vendor_config.php

Press CTRL + W and search for CONFIG_DIR

Change line to

define('CONFIG DIR', '/etc/phpmyadmin/"');
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Cleanup

sudo rm /usr/share/phpmyadmin/phpMyAdmin-5.1.1-all-languages.tar.gz
sudo rm -rf /usr/share/phpmyadmin/phpMyAdmin-5.1.1-all-languages
sudo rm -rf /usr/share/phpmyadmin.bak

Apache set up

Set virtual host:
sudo nano /etc/apache2/sites-enabled/000-default.conf
copy below text instead of 1st virtual host:

<VirtualHost *:80>
#ServerName solarserver:80
# solar cybro web application static files directory
Alias /static/ /home/solar/app/solar cybro/static/
<directory "/home/solar/app/solar cybro/static/">
Order deny,allow
Require all granted
</directory>
# solar cybro web application data directory
Alias /data/ /home/solar/app/solar cybro/data/
<directory "/home/solar/app/solar cybro/data/">
Order deny,allow
Require all granted
</directory>
# location of solar cybro wsgi startup file
WSGIScriptAlias / /home/solar/app/solar cybro/solar cybro.wsgi
<directory "/home/solar/app/solar cybro/">
Order deny,allow
Require all granted
</directory>
</VirtualHost>

Restart Apache

sudo service apache2 restart
phpMyAdmin setup

Browse to http://IP/phpmyadmin/ to start phpMyAdmin.
Log in: u:root / p:robo1990

Create database by running the following SQL command:
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CREATE DATABASE “solar™ DEFAULT CHARACTER SET utf8 COLLATE utf8 bin;

CREATE USER 'solar'@'localhost' IDENTIFIED BY 'robol990';

GRANT ALL PRIVILEGES ON * ., * TO 'solar'@'localhost' IDENTIFIED BY
'robo1990' WITH GRANT OPTION MAX QUERIES PER HOUR O MAX CONNECTIONS PER HOUR
O MAX UPDATES PER HOUR © MAX USER CONNECTIONS 0;

GRANT ALL PRIVILEGES ON “solar® . * TO 'solar'@'localhost';

Open table “solar” and import file “solarl.sql.gz”

Open table “mysql” and import file “time_zone.sql.gz”

Granting Apache access to data directory

cd /home/solar

sudo setfacl -m u:www-data:--x $HOME

sudo setfacl -R -m u:www-data:--- $HOME/app/*
sudo setfacl -R -m u:www-data:rwx $HOME/app
sudo setfacl -R -m d:u:www-data:rwx $HOME/app
sudo chmod g+s $HOME/app

sudo setfacl -R -m d:u:solar:rwx $HOME/app

Set executable permissions

sudo chmod 755 /home/solar/app/scgi server/src/cybro_com server.py
sudo chmod 755 /home/solar/app/scgi server/src/cybro scgi server.py
sudo chmod 755 /home/solar/app/scgi server/src/run_scgi server.py

Edit crontab

crontab -e
Add following line to automatically start scgi server and reporting engine:

*/1 * * *x * /home/solar/app/scgi server/src/run_scgi server.py &>/dev/null

Restart Apache

sudo service apache2 restart

CyBroWebScada setup
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Browse to http://IP to start CyBroWebScada
Log in: uzadmin / p:admin

Change admin password to robo1990
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