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CyBroWebScada install

OS install

Install “Ubuntu Server 18.04 LTS”

ubuntu-18.04.5-live-server-amd64.iso

Select language

Update to the new installer

https://releases.ubuntu.com/18.04.5/ubuntu-18.04.5-live-server-amd64.iso?_ga=2.197031660.1958899831.1631527877-1069663986.1631527877
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Select keyboard
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Configure network
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Configure proxy
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Configure Ubuntu archive mirror
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Guided storage configuration
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Profile setup
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SSH Setup
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Featured Server Snaps
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OS Install complete
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Connect with WinSCP / PuTTY

Login: solar Password: robo1990
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Check server IP:

ifconfig
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Open WinSCP, select “New Site” and enter

Host name: 'server IP'
User name: solar
Password: robo1990
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Save session

Login to server
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Open session in PuTTY (Ctrl+P)

Enter server password: robo1990
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OS update / upgrade

sudo apt-get update
sudo apt-get upgrade

Copy above commands and paste them in PuTTY with right mouse click.

Reboot

sudo reboot

Copy CybroWebScada files

With WinSCP copy CybroWebScada files from “v1.1.10 + 2.3.3” (“app” folder) to CyBroWebScada
server into “/home/solar/” folder.

CybroWebScada files

Change/update database password

https://cloud.hiq-lab.com/owncloud/index.php/s/8oE11lR4iFv8UKK/download
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In “settings_local.py” change DATABASE_PASSWORD to 'robo1990'

sudo nano /home/solar/app/solar_cybro/project/settings_local.py

Exit and save: (Ctrl+x), Y, (Enter)

In “sys_config.py” change DatabasePassword to “robo1990”

sudo nano /home/solar/app/scgi_server/src/sys_config.py
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Exit and save: (Ctrl+x), Y, (Enter)

Software install

sudo apt-get install apache2 mysql-server php5.6 phpmyadmin libapache2-mod-
wsgi acl

Web server to reconfigure automatically: apache2
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Configure database with phpmyadmin with dbconfig-common? Yes

MySQL application password for phpmyadmin: “robo1990”
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sudo apt-get install python-pip python-mysqldb
sudo -H pip install django==1.3
sudo -H pip install pytz
sudo -H apt-get install libjpeg-dev zlib1g-dev
sudo -H pip install pillow
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MySQL Database configuration

Enable mysql root login with password

sudo mysql

ALTER USER 'root'@'localhost' IDENTIFIED WITH mysql_native_password BY
'robo1990';
FLUSH PRIVILEGES;
exit

Fix Phpmyadmin version incompatibility

Back up phpMyAdmin

sudo mv /usr/share/phpmyadmin/ /usr/share/phpmyadmin.bak
sudo mkdir /usr/share/phpmyadmin/
cd /usr/share/phpmyadmin/

Download and Extract phpMyAdmin

sudo wget
https://files.phpmyadmin.net/phpMyAdmin/4.9.7/phpMyAdmin-4.9.7-all-languages
.tar.gz
sudo tar xzf phpMyAdmin-4.9.7-all-languages.tar.gz
sudo mv phpMyAdmin-4.9.7-all-languages/* /usr/share/phpmyadmin

Edit vendor_config.php

sudo nano /usr/share/phpmyadmin/libraries/vendor_config.php

Press CTRL + W and search for TEMP_DIR

Change to:

define('TEMP_DIR', '/var/lib/phpmyadmin/tmp/');

blowfish_secret

sudo nano /usr/share/phpmyadmin/libraries/vendor_config.php

Press CTRL + W and search for CONFIG_DIR

Change line to

define('CONFIG_DIR', '/etc/phpmyadmin/');
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Cleanup

sudo rm /usr/share/phpmyadmin/phpMyAdmin-5.1.1-all-languages.tar.gz
sudo rm -rf /usr/share/phpmyadmin/phpMyAdmin-5.1.1-all-languages
sudo rm -rf /usr/share/phpmyadmin.bak

Apache set up

Set virtual host:

sudo nano /etc/apache2/sites-enabled/000-default.conf

copy below text instead of 1st virtual host:

<VirtualHost *:80>
    #ServerName solarserver:80
    # solar cybro web application static files directory
    Alias /static/ /home/solar/app/solar_cybro/static/
    <directory "/home/solar/app/solar_cybro/static/">
        Order deny,allow
        Require all granted
    </directory>
    # solar cybro web application data directory
    Alias /data/ /home/solar/app/solar_cybro/data/
    <directory "/home/solar/app/solar_cybro/data/">
        Order deny,allow
        Require all granted
    </directory>
    # location of solar cybro wsgi startup file
    WSGIScriptAlias / /home/solar/app/solar_cybro/solar_cybro.wsgi
    <directory "/home/solar/app/solar_cybro/">
        Order deny,allow
        Require all granted
    </directory>
</VirtualHost>

Restart Apache

  sudo service apache2 restart

phpMyAdmin setup

Browse to http://IP/phpmyadmin/ to start phpMyAdmin.

Log in: u:root / p:robo1990

Create database by running the following SQL command:
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CREATE DATABASE `solar` DEFAULT CHARACTER SET utf8 COLLATE utf8_bin;
CREATE USER 'solar'@'localhost' IDENTIFIED BY 'robo1990';
GRANT ALL PRIVILEGES ON * . * TO 'solar'@'localhost' IDENTIFIED BY
'robo1990' WITH GRANT OPTION MAX_QUERIES_PER_HOUR 0 MAX_CONNECTIONS_PER_HOUR
0 MAX_UPDATES_PER_HOUR 0 MAX_USER_CONNECTIONS 0;
GRANT ALL PRIVILEGES ON `solar` . * TO 'solar'@'localhost';

Open table “solar” and import file “solar1.sql.gz”

Open table “mysql” and import file “time_zone.sql.gz”

Granting Apache access to data directory

cd /home/solar
sudo setfacl -m u:www-data:--x $HOME
sudo setfacl -R -m u:www-data:--- $HOME/app/*
sudo setfacl -R -m u:www-data:rwx $HOME/app
sudo setfacl -R -m d:u:www-data:rwx $HOME/app
sudo chmod g+s $HOME/app
sudo setfacl -R -m d:u:solar:rwx $HOME/app

Set executable permissions

sudo chmod 755 /home/solar/app/scgi_server/src/cybro_com_server.py
sudo chmod 755 /home/solar/app/scgi_server/src/cybro_scgi_server.py
sudo chmod 755 /home/solar/app/scgi_server/src/run_scgi_server.py

Edit crontab

crontab -e

Add following line to automatically start scgi server and reporting engine:

*/1 * * * * /home/solar/app/scgi_server/src/run_scgi_server.py &>/dev/null

Restart Apache

sudo service apache2 restart

CyBroWebScada setup
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Browse to http://IP to start CyBroWebScada

Log in: u:admin / p:admin

Change admin password to robo1990
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